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Abstract—Intelligent transportation systems (ITSs) provide a
paradigm change in perceiving and interacting with transporta-
tion networks, leading to enhanced levels of safety, sustainabil-
ity, and efficiency. Vehicular-to-everything (V2X) communication
is the core component in the ITSs. The proprioceptive and
exteroceptive sensors allow these vehicles to be aware of the
surrounding environment and respond to emergencies by utilizing
their abilities to reach a high level of self-awareness. In this
paper, we propose a self-awareness approach to learn a generative
dynamic Bayesian network (G-DBN) from the real-time LiDAR
perception. Without reducing the dimensionality, we perform
offline training and online testing phases on the three-dimensional
(3D) point clouds. In the offline training phase, initially, the
raw point clouds are preprocessed using a joint probabilistic
data association filter (JPDAF) to obtain the 3D tracks of the
multiple vehicles in space. Then, we perform an unsupervised
clustering on all the generalized states (GSs) containing positions
and velocities (a 6D vector) by considering the growing neural
gas (GNG) technique, thus achieving a trained model from the
3D LiDAR point clouds. In the online testing phase, the high-
dimensional Markov jump particle filter (HD-MJPF) utilizes
the G-DBN’s probabilistic information to predict the positions
of multiple vehicles and to detect the abnormalities at the
discrete and continuous levels in normal and abnormal scenarios.
Our proposed approach is useful for learning high-dimensional
generative models and provides a way to meet the current curse
of dimensionality challenges, that machine learning models are
suffering.

Index Terms—Generative Dynamic Bayesian Network (G-
DBN), 3D LiDAR, Self-Awareness, Intelligent Transportation
Systems (ITSs)

I. INTRODUCTION

Intelligent transportation systems (ITSs) effectively inte-
grate innovative and advanced technologies containing ar-
tificial intelligence (AI), self-awareness, internet of things,
sensors, and automatic controls. ITSs lead to higher levels of
safety, sustainability, and efficiency for smart cities, environ-
mental monitoring, and industrial automation systems [1]. For
efficient ITSs, vehicle-to-everything (V2X) communication
allows vehicles to engage with various external elements,
such as other vehicles (V2V), infrastructure (V2I), networks
(V2N), and even pedestrians (V2P). The various propriocep-
tive and exteroceptive sensors including, LiDAR, RaDAR,
cameras, and communication devices equipped with these
vehicles allow them to sense the surrounding environment and
themselves. These co-existing data make it feasible to enhance

effectiveness and safety through real-time traffic monitoring,
incident detection, blockage prediction, collision avoidance,
emergency braking, and adaptive traffic signal control for
self-aware autonomous systems. Similarly, in manual driving
scenarios, systems that use proprioceptive sensors to record
drivers’ physiological signals for analyzing their emotional
state [2]–[5] could integrate these signals with video, LiDAR,
or other relevant data (coming from exteroceptive sensors) to
enhance safety.
The three-dimensional (3D) LiDAR sensors capture high-
resolution and densely clouded data, which provide more
efficient spatial information and greater precision as compared
to cameras [6]. Experts have recently introduced some tech-
niques for combining cameras and LiDAR to improve the
overall performance of autonomous systems [6]–[8]. Low-
dimensional data such as the angle of steering and the position
of the vehicle can easily be modeled by probabilistic reasoning
and machine learning approaches [9]. The raw data collected
from the real world is often diverse, high-dimensional, and
complex [10], hence, these learning approaches often find it
challenging to manage a limited number of high-dimensional
data. Some well-known 3D models have been introduced
in the literature, such as 3D convolutional neural networks
(CNNs) [11], EfficientLO-Net [12], and Multiview CNNs
[13]. However, these techniques have several drawbacks, such
as sparse volumes, limited data, high computational costs,
and complex comprehension scenarios. Also, these investiga-
tions do not concentrate on dynamic abnormality detection
and tracking relevant characteristics from the LiDAR point
clouds in the framework of self-aware autonomous systems.
Therefore, in this paper, we introduce a self-aware approach
for learning a generative dynamic Bayesian model from the
high-dimensional 3D LiDAR point cloud perception. Without
reducing the dimensionality of the point clouds, we perform
offline training and online testing phases on the real-time 3D
LiDAR sensor data. The main contributions of this paper are:

• To simultaneously detect and track multiple vehicles from
a stationary 3D LiDAR sensor observations, by using a
joint probabilistic data association filter (JPDAF).

• To learn a 3D LiDAR perception-based generative dy-
namic Bayesian network (G-DBN) model from the gen-



eralized states (GSs) of the tracked objects containing a
6D vector of positions and velocities.

• To detect the abnormalities at discrete and continuous
levels of our proposed model from a high-dimensional
Markov jump particle filter (HD-MJPF) and compare it
with the unseen situations.

The remaining organization of this paper is described as
follows. Section II explains the basics of 3D LiDAR point
clouds and gives an overview of dynamic Bayesian networks
(DBNs). Section III defines the system model. Section IV
describes the proposed methodology. Section V explains the
simulation outcomes of the HD-MJPF. Section VI finally
draws some conclusions and possible future work.

II. BACKGROUND AND RELATED WORK

The background technologies that define the basics of our
proposed approach are described in this section. It includes an
overview of 3D LiDAR sensors and DBNs studied by various
researchers in the literature.

A. Light Detection and Ranging (LiDAR) Point Clouds

LiDAR systems are considered the eyes of modern au-
tonomous driving vehicles, which accurately perceive the
surroundings and produce high-definition and high-resolution
point clouds. They provide a 360-degree view of the whole
environment and use distance and angle measurements within
their range of view. 3D LiDAR sensors record such mea-
surements for multiple locations in space to produce a 3D
map of the surrounding environment. A standard 3D LiDAR
point cloud contains the X, Y, and Z coordinates of each
point as well as extra properties like intensity, return type,
and even color information. The large number of points and
the multiple attributes associated with each point make 3D
point clouds highly dimensional. The point clouds have very
high resolution, showing the sensor’s ability to detect even
tiny objects present near the agent. Plenty of research has
been done by considering 2D LiDARs [11], [14], and LiDAR
with additional sensors [15], [16], to improve the overall
performance of autonomous driving. With several advantages,
the LiDAR systems also have some limitations to perform
accurately under adverse and harsh weather conditions such
as rain, snow, wind, and fog by absorbing or scattering laser
beams [17]. In this situation, the LiDAR produces inconsistent
and anomalous point clouds. Consequently, the precision as
well as the reliability of the point clouds are reduced in outdoor
environments [18], [19].

B. Dynamic Bayesian Networks (DBNs)

DBNs are probabilistic graphical models (PGMs) that com-
bine the concepts of both the probabilistic and graph theories.
A DBN model contains various nodes that represent random
variables, and directed links between these nodes indicate a
conditional dependency between the linked nodes evolving
over time. The DBN models are helpful in a variety of
domains where time-dependent representations need to be
described as they offer a powerful framework for explaining

Fig. 1: An example of a 3-level 2-slice DBN. The blue dotted
lines represent the inter-slice links and the red dotted lines
represent the intra-slice links. The brackets at the bottom
depict the variable nodes at present time t and future time
t + 1.

and reasoning the temporal evolution of complex systems.
An example of a 3-level, 2-slice temporal DBN is shown in
Fig. 1, where the model captures the temporal evolution of
the system from the present time t to the future time t+1.
Two types of links can be found in the model, i.e., the inter-
slice and intra-slice directed links, which connect the nodes
across different and at the same time instant, respectively.
Three level random variables are shown at each time instant:
the low-level node (Z̃t) corresponds to the observations that
come from the sensors, and two high-level nodes (X̃t) and
(S̃t) correspond to the continuous and discrete hidden level,
respectively. Due to the hierarchical nature, which encodes
the semantic relationships between low-level and high-level
random variables, these causal models have been extensively
used in the literature [20]–[22].

III. SYSTEM MODEL

Our proposed system model contains a high-frequency
mmWave base station (BS), which acts as a wireless roadside
receiver. Autonomous vehicles (AVs), which move near the
BS, act as wireless transmitters. The fixed BS is equipped with
a synchronized 3D LiDAR sensor which provides valuable
awareness about the surrounding environment, as shown in
Fig. 2. The high-resolution ability of the sensor provides
accurate mobility patterns, locations of the AVs, pedestrians,
and other static and dynamic objects present in the scenario.
With the help of this environmental awareness, the BS is
considered as a self-aware agent. It leverages this sensing
information and enhances the network performance and con-
nectivity by predicting the future positions of these dynamic
objects. The generative models are suitable in this case to
learn incrementally from the time series LiDAR point cloud
observations. The learned model can adapt to unforeseen
situations in the environment, by updating its belief about the



Fig. 2: An illustration of the system model.

hidden states as soon as new observations from the LiDAR
sensor appear.

IV. PROPOSED METHODOLOGY

In this section, we will begin by introducing the real-world
dataset, the initial preprocessing steps of the 3D LiDAR point
clouds, and the detection and tracking of multiple dynamic
vehicles through the JPDAF approach. Later, the proposed
methodology, which comprises two phases is described, i.e.,
the offline training phase and the online testing phase. The
whole process is illustrated in Fig. 3.

A. Dataset: Overview & Preprocessing

1) Deep sense 6G dataset: For both the offline training
and the online testing phases, we consider the deep sense 6G
dataset [23], which is based on real-world observations and is
suitable for our scenario.

The street-level vehicle-to-infrastructure (V2I) communica-
tion scenario (i.e., scenario n. 31 in the dataset) collects data in
an outdoor wireless environment. The deep sense 6G dataset
is collected in a two-way city street on McAllister Avenue
in Arizona, USA. Here, vehicles of various sizes travel at
different speeds in both directions, with a street width of 10.6
meters, and a vehicle speed limit of 25mph (40.6 km per hour).
To perceive the physical environment, only a time series of
point cloud data, captured by the exteroceptive 3D LiDAR
sensor is taken into account for learning a G-DBN model. The
LiDAR is fixed on the vehicle (which is static), its range is 100
meters, and the maximum motor spin frequency is 20Hz. A
total of 7012 samples of 3D point clouds are captured during
the daytime scenario.

2) Preprocessing of 3D point clouds: Initially, the raw
point clouds are preprocessed using theLiDAR viewer toolbox
(MATLAB 2024.a). The ground removal filter is applied to
remove the ground plane up to 0.25 meters, which contains
unwanted information about the road and other small plants.
The cropping method is chosen to consider only the region
of interest where multiple vehicles are appearing. We chose
X-limits and Y-limits from -60 to 50 meters, and Z-limits
from -1.5 to 12 meters. The denoising neighbor filter is then
chosen to remove the outliers from the space. In this way,
each 3D point cloud is carefully retrieved from the region

Fig. 3: An illustration of the proposed block scheme. The top
part depicts the preprocessing step of 3D point cloud data, the
middle part shows the offline training phase, and the bottom
part shows the online testing phase.

to achieve meaningful information about the dynamic objects
(vehicles) in our region of interest, as shown in Fig. 4. In
each point cloud, almost 10000 points are extracted from
the 16474 total points. These points are still considered as
uncertain observations for the next prepossessing step, as we
are interested in tracking the vehicles and their corresponding
positions appearing at different time instants inside the scene.

3) Joint Probabilistic Data Association Filter (JPDAF):
The uncertain and noisy 3D LiDAR point cloud observations
Z̃t=1,2,...,t at different times t, lead to uncertain predictions
of the paths that the vehicles are taking. As in the Kalman
filter, the predictions for the appearance of a single object can
be corrected by considering the uncertain measurements. A
single Kalman filter fails to perform this task of predicting
the future positions of multiple objects by considering un-
certain measurements. For sparsely distributed observations,
the global nearest neighbor (GNN) approach better tracks the
objects, where the nearest observation to the track is taken
for the updating process. The approach is simple with low
computational cost, but not suitable for highly dense 3D point
clouds because of the uncertainty in assigning the proper
point clouds to the corresponding objects [24]. The challenge
also comes when a single point cloud observation belongs to
different objects. This problem is commonly referred to as
the data association problem. To deal with these issues, we
consider a JPDAF approach, which offers an optimal solution
when multiple targets are present in the environment [25], [26].



(a) (b)

(c) (d)

Fig. 4: Extracting features from 3D point clouds: (a) Real-time
scenario captured by the camera sensor, (b) 3D LiDAR’s raw
point clouds, where red circles show the vehicles, (c) Zoom-in
view showing the ground plane and other small plants that are
unwanted for our case, (d) Required features from the point
clouds after applying ground removal, cropping, and denoising
neighbor filtering methods.

JPDAF is an extension of the probabilistic data association
filter which adds a logic layer to ensure the tracks are correctly
distributed over the observations Z̃t=1,2,...,t. For detection, we
have considered the bounding box detector which processes
the point clouds within the defined spatial limits, segments
it into clusters, and generates bounding boxes around the
detected vehicles. Each observation within a gated region
enclosing a track is considered as a potential update for
the target. This detection and tracking of multiple vehicles
over time is taken as an important pre-processing step. The
workflow of this whole process is shown in Fig. 5.

Initially, we created the tentative tracks by considering
all the detected vehicles from the point clouds. Then, we

Fig. 5: A multiple vehicle tracking approach, where the JPDAF
is used in the assignment step for the data association problem.

Fig. 6: The output of the JPDAF approach, where three
vehicles are detected from 100 point clouds of LiDAR along
with their corresponding appearance times.

only considered the longest tracks, which appeared for long
intervals of time, i.e., we confirmed those tracks that were
detected at least 3 times in the last 3 updates, otherwise we
deleted the tentative tracks, as we are interested in learning
the time series observations for our proposed G-DBN. This
way, we performed the JPDAF on 3D LiDAR point cloud
observations Z̃t=1,2,...,t at each time instant, and obtained
three longest tracks i.e., track 1 (Z̃(1)

t ), track 2 (Z̃(2)
t ), and

track 3 (Z̃(3)
t ) inside the region as depicted in Fig. 6. The 3D

visualization of these dynamic tracks shows the significance of
this filter in tracking multiple vehicles in the 3D space, where
the z-coordinate shows the height of the tracked objects. The
ranges of all the axes depend on the limits defined in our
region of interest. Further, the figure clearly shows that the
first longest track i.e., track 1 appears for 4 seconds (from 1
to 4). Similarly, track 2 and track 3 are the second and third
longest tracks appearing for 3 seconds i.e., 8 to 10 and 6 to 8
seconds, respectively.

B. Offline Training Phase

1) Unmotivated Kalman Filter (UMKF): We utilized an
UMKF, or null force Kalman filter, which assumes that the
tracked vehicles are not moving, i.e., they are not affected by
any external force, having unmodified speed with respect to
the previous time instants. The filter allows the extraction of
the filtered positions and velocities of the dynamic tracks, by
performing a linear relationship as:

Z
(n)
t = HX

(n)
t + nt (1)

where H represents the identity matrix and nt represents zero-
mean Gaussian distribution with covariance R̃. Thus, the GSs
X̃

(n)
t containing the states and their derivatives are obtained

at the G-DBN’s continuous level for each time instant [27],
[28].
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Fig. 7: GNG clustering outputs: (a) Clustering of the GSs, (b)
Mean (centroid) and number of points each cluster contains,
(c) State transition matrix containing transitioning probabilities
for each cluster, (d) Maximum time spent in each cluster.

Here, we consider the first-order derivatives of the states as:

X̃
(n)
t = [X

(n)
t , Ẋ

(n)
t ] (2)

2) Growing Neural Network (GNG) Clustering: Clustering,
often regarded as the primary unsupervised learning, can reveal
complex data patterns and identify similarities within complex
structures. The GNG process is based on a self-organizing
neural network that can learn the structure of incoming data
incrementally, dynamically, and adaptively without knowing
the number of clusters. It adds additional units during training,
resulting in a network that reflects the data’s topology, where
each node represents a neuron that mapped input data. We
preferred this learning algorithm among others because it
facilitates an adaptive growth structure, is suitable for our 3D
dynamic environment, does not require a priory fixed number
of clusters, and allows for a better adaptation to the new
observations without retraining the model. The GSs (output
of UMKF) containing a 6D vector of positions and velocities
of the vehicles are given as input to the GNG algorithm [29],
[30]. During this training process, we carefully defined certain
key parameters inside the GNG to obtain meaningful clusters
and optimize network learning and growth. The growth rate
is chosen to be 50 which controls the rate of adding new
nodes to the network. The alpha and beta parameters are
defined as the weights of velocities and positions, respectively.
We set alpha to 0.99 and beta to 0.96. Assigning higher
weights to alpha results in the robust transition matrices which
consequently gives lower abnormalities at the superstate level.
By defining these parameters, we obtain 6 clusters on the
GSs as shown in Fig. 7(a). Each cluster represents a discrete
variable (i.e., discrete level of G-DBN). The mean (center)

of each cluster, the number of points each cluster contains,
and the arrow direction associated with the corresponding
mean (the velocity) are shown in Fig. 7(b). The transition
probabilities of moving from one cluster to another cluster over
time are shown in Fig. 7(c). This transition matrix (TM) shows
that the probabilities of staying in the same cluster, represented
by the diagonal elements, are high, whereas the probabilities
of changing clusters, represented by off-diagonal elements, are
low. During this learning period, the maximum time spent in
each cluster, which is important for the generation of temporal
TMs, is also visualized in Fig. 7(d). We extracted all these
features from each M cluster, referring to them as an output
of GNG clustering, and formed a complete vocabulary, con-
taining a set of temporal TMs for each time instant, an overall
TM, the maximum time spent in each cluster, the cluster’s
mean (centroid), and the cluster’s covariance matrices.

C. Online Testing Phase

During the online testing phase, the 3D LiDAR point clouds
are initially pre-processed to extract the required features
inside the region of interest, the JPDAF is then utilized to
get the vehicle’s tracks. Similarly to what has been done
during the training phase, the 3D tracks of the vehicles are
obtained to test the trained model. Here, for the testing phase,
we utilize a high-dimensional version of MJPF [32]. It uses
the probabilistic information learned by the G-DBN to infer
future positions and identify the abnormalities at the hidden
levels in both normal and abnormal scenarios.

1) Abnormality Measurements: Here, the abnormality is de-
fined as the difference in measurement between the predictions
performed by the learned G-DBN model and the future ob-
servations coming from the LiDAR sensor. We have observed
the abnormalities at the hidden levels, i.e., the abnormality at
the continuous level (CLA) and the abnormality at the discrete
level (KLDA). The CLA measures the difference between the
LiDAR’s future observations λ(X̃

(n)
t+1) and the predicted GSs

π(X̃
(n)
t+1), where π(X̃

(n)
t+1) and λ(X̃

(n)
t+1) are defined as the

forward and backward belief propagation parameters of the G-
DBN, respectively, as shown in Fig. 3. The CLA abnormality
is calculated by using Bhattacharyya distance [31], [32]. The
KLDA instead computes the difference between the predicted
transition messages at superstate level π(S̃(n)

t+1) and the likeli-
hood messages λ(S̃(n)

t+1). The KLDA abnormality is calculated
by using Kullback-Leibler divergence [33].

2) Testing Configurations: The abnormality detection per-
formance of our proposed model is examined under normal
and abnormal situations, which are described below.

a) Normal Situation: In the normal case, we employ
the same set of tracks for testing purposes to evaluate both
the prediction and abnormality detection capabilities of the
learned G-DBN model. This situation allows us to analyze
the behavior of the model based on the 3D point cloud data
on which it is trained. This analysis also facilitates a way to
compare the performance of our model when new abnormal
situations occur.



b) Anomalous Point Clouds (New Situation): For the
abnormal situation, our model is tested on the anomalous 3D
point clouds. This situation appears when the LiDAR struggles
to perform well under adverse and harsh weather conditions.
We consider this situation when the laser beams emitted by the
LiDAR are scattered and absorbed by water droplets in foggy
weather. This scattering phenomenon lowers the resolution
and range of the sensor, which results in yielding sparser,
less detailed, and missed point cloud observations. This new
situation allows us to analyze the performance and behavior
of our proposed model when anomalous point clouds appear
in the scene.

V. SIMULATION RESULTS & DISCUSSION

This section discusses the performance of our proposed
G-DBN model. In particular, we investigate our model’s
self-aware ability in terms of predictions and abnormalities
detection from 3D LiDAR point clouds. The proposed G-DBN
model, which is trained to create the vocabularies, is perform-
ing good predictions on all the learned tracks under normal
situations (see Fig. 8). The time series observations coming
from the LiDAR point clouds match the predictions performed
by the model at each time instant (the LiDAR collects 10 point
cloud frames per second). These correct predictions for the
vehicles’ future positions show the significance and learning
ability of our proposed model when considering the 3D point
clouds.

Fig. 9 shows the predicted and observed curves for three
different tracks which were not observed by the model before.
The figures show that some of the LiDAR frames become
missed or less detailed, because of the model not performing
correct predictions. We further analyzed that this anomalous
situation (new situation) occurred for a very short period in
which some point cloud frames became anomalous. However,

(a) (b)

(c)

Fig. 8: Observed and predicted tracks in a normal situation:
(a) Track 1, (b) Track 2, (c) Track 3.

(a) (b)

(c)

Fig. 9: Observed and predicted tracks in an abnormal situation:
(a) Track 1, (b) Track 2, (c) Track 3.

as soon as the clear and detailed LiDAR point cloud obser-
vations appear, the model gives the correct predictions for all
the tracks. We have also analyzed the abnormal performance
of our model at hidden levels to test if our model is coherent
with the new situations. For all the testing configurations, the
abnormalities are shown in Fig. 10. The normalized CLA and
KLDA abnormalities in the normal case for all three 3 tracks
are shown at the top of the figure (first six subplots), while
the last six subplots show CLA and KLDA abnormalities when
the new situation appears. The thresholds of 0.8 and 0.2 are
set for CLA and KLDA, respectively. For the normal case, the
higher CLA values appearing in all the 3 tracks are due to the
vehicle’s continuous maneuvering behavior in the 3D space.

Fig. 10: CLA and KLDA abnormalities in all the tracks for
both normal and abnormal situations.



This can also be seen from the normal 3D track observation,
as shown in Fig. 8. This type of behavior also depends on the
direction of the laser beam directed by the LiDAR sensor, from
which the point cloud frame is captured. Hence, the larger
maneuvering of the vehicles inside the scenario leads to higher
CLA abnormalities. In this normal situation, KLDA values are
lower than the defined thresholds for all three tracks which
show the significant performance of the learned model. The
initial peaks in all the KLDAs are due to the far initial guess,
which is common in Bayesian filtering. The other peaks appear
because of the transitions learned between the clustered GSs,
which are less deviated from the predicted transitions of the
HD-MJPF. In the abnormal case (new situation), the CLA and
KLDA for all the tracks are higher for some observed point
cloud frames, compared to the normal situation, as illustrated
in Fig. 10. This is due to the new situation when the sensor
gives anomalous point clouds. Here, the point cloud frames
from 10 to 12 (for track 1), 5 to 13 (for track 2), and 9 to 11
(for track 3) are anomalous.

VI. CONCLUSION & FUTURE WORK

In this paper, we have proposed a data-driven approach
based on a G-DBN which is learned from the high-dimensional
3D LiDAR point clouds. This novel approach is useful for
self-aware autonomous systems, where artificial agents learn
the 3D environment. To learn this G-DBN model, initially,
we employed the JPDAF filter to solve the data association
problem from the dense point clouds and extract the 3D
dynamic tracks of the vehicles. Then, we perform an unsu-
pervised clustering on all the GSs containing positions and
velocities (a 6D vector) by considering the GNG technique,
which represents a trained model from the 3D LiDAR point
clouds. In the online testing phase, the HD-MJPF utilizes the
G-DBN’s probabilistic information to predict the positions
of multiple vehicles and to detect abnormalities at hidden
levels. The results show that our proposed G-DBN model
performs well, although not considering a large number of
training point cloud sequences, and this also gives us low
abnormalities at superstate levels due to the effective learning.
Moreover, it also shows a better understanding of both normal
and abnormal real-world situations, which is important for
self-aware autonomous systems.

The work could be extended by learning an interactive
generalized DBN model to perform an interaction between
the multiple vehicles separately, and using their corresponding
mmWave signals received by the base station [33]. This
interaction will be very helpful for self-aware agents to predict
future blockages in high-frequency communication systems.
The dataset used in this work is also suitable for blockage iden-
tification, blockage prediction, and beam prediction. Hence,
considering LiDAR with mmWave signals to jointly learn the
generative data-driven approaches will enhance the reliability
and reduce the latency in the framework of integrated sensing
and communication. Furthermore, for the interactive G-DBN,
future work may also focus on associating the extracted tracks

of each vehicle to the model it has learned, which could be
challenging for self-aware agents in a dynamic environment.
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